Cisco - Multicast Quick-Start Configuration Guide

10f18

Products Partners

Ordering

Solutions

Tech Motes

Multicast Quick-Start
Configuration Guide

Document I D: 9356

Contents

| ntr oduction

Prerequisites
Requirements
Components Used

Conventions
Dense Mode
Sparse Mode with one RP
Sparse Mode with Multiple RPs
Auto-RP with one RP
Auto-RP with Multiple RPs
DVMRP
MBGP
M SDP
Stub Multicast Routing
IGMP UDLR for Satellite Links
PIMv2 BSR
CGMP
| GM P Snooping
PGM
MRM
Troubleshooting
Related | nfor mation

| ntroduction

Training

http://www.cisco.com/warp/public/105/48.h

Corparate

TAC Notice: What's Changing on Iﬁ
TAC Web

Help us help you.

Please rate this document.
() Excellent

() Good

() Average

() Fair

() Poor

This document solved my

problem.

I:\ Yes
() No
() Just browsing

Suggestions for improvement:

(256 character limit)

Optional contact information:

Name:l

Email:l

Send |

IP multicasting is a bandwidth-conserving techngltigat reduces traffic because it simultaneousliyeis a
single stream of information to thousands of caap®mrecipients and homes. Applications that takesidge
of multicast include video conferencing, corpora@enmunications, distance learning, and distribuabn
software, stock quotes, and news. This documentisises the basics of how to configure multicast for

various networking scenarios.

Prerequisites
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Requirements

Cisco recommends that readers of this document Ibasie knowledge of Internet Protocol (IP) Multicas

Note: Refer tolnternet Protocol Multicastocumentation for more information.

Components Used
This document is not restricted to specific sofevand hardware versions.
Conventions

Refer toCisco Technical Tips Conventiofer more information on document conventions.

Dense M ode

Cisco recommends that you use Protocol Independelticast (PIM) sparse mode, particularly Auto-RP,
where possible and especially for new deploymetsvever, if dense mode is desired, configure tobal
commandp multicast-routing and the interface commanal pim spar se-dense-mode on each interface that
needs to process multicast traffic. The commonirement, for all configurations within this docuntgis to

configure multicasting globally and configure PIM the interfaces. As of Cisco I8Sotware Release 11.1,
you can configure the interface commanapim dense-mode andip pim spar se-mode simultaneously with
theip pim sparse-dense-mode command. In this mode, the interface is treatedease-mode if the group is
in dense-mode. If the group is in sparse-modegfample, if an RP is known), the interface is edas
sparse-mode.

Note: The "Source" in the examples throughout this documepresents the source of multicast traffic, and
"Receiver" represents the receiver of multicadfitra

Router B

Source

Recaiver

Router A Configuration

ip multicast-routing

interface ethernetO
i p address <address> <mask>
i p pi msparse-dense- nbde

interface serialO
i p address <address> <mask>
i p pi msparse-dense- node
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Router B Configuration

ip multicast-routing

interface serial0O
i p address <address> <mask>
i p pi msparse-dense- node

interface ethernetO
i p address <address> <mask>
i p pi msparse-dense-node

Sparse Mode with one RP

http://www.cisco.com/warp/public/105/48.h

In this example, Router A is the RP which is tyflicthe closest router to the source. Static RHigamation
requires that all routers in the PIM domain haveegmaep pim rp-address commands configured. You can

configure multiple RPs, but there can only be oReper specific group.

1.1.1.1724

Source

Router A Router B

e
S0 ED

]

o = s

Recaiver

Router A Configuration

ip multicast-routing
ip pimrp-address 1.1.1.1

interface ethernetO
i p address <address> <mask>
i p pi msparse-dense- nbde

interface serialO
ip address 1.1.1.1 255.255.255.0
i p pi msparse-dense-node

Router B Configuration

ip multicast-routing
ip pimrp-address 1.1.1.1

interface serialO
i p address <address> <mask>
i p pi msparse-dense-node

interface ethernetO
i p address <address> <mask>
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i p pi msparse-dense-node

Sparse Mode with Multiple RPs

In this example, Source-A sends to 224.1.1.1, 22&21and 224.1.1.3. Source-B sends to 224.2.2.2,
224.2.2.3, and 224.2.2.4. You could have one rpattrer RP 1 or RP 2, be the RP for all groupswvéicer,

if you want different RPs to handle different greppou need to configure all routers to includechigroups
the RPs will serve. This type of static RP confajiom requires that all routers in the PIM domaawdithe
samep pim rp-addressaddress acl commands configured. You can also Asgo-RPin order to achieve the
same setup, which is easier to configure.

[224.1.1.1} E E {224.2.2.2}
{224.1.1.2 {224.2.2.3

{224.1.1.3} Eﬁ T weAn {224-2-2-4}
Source-A Snur’:e-El
v G &~
1.1.1.1/24 2.2.2.2124

P
Router 3 % Rt Router 4

Recaiver Receiwer

RP 1 Configuration

ip multicast-routing

ip pimRP-address 1.1.1.1 2
ip pimRP-address 2.2.2.2 3

access-list 2 permt 224.1.1.1
access-list 2 permt 224.1.1.2
access-list 2 permt 224.1.1.3
access-list 3 permt 224.2.2.2
access-list 3 pernmit 224.2.2.3
access-list 3 pernmit 224.2.2.4
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RP 2 Configuration

ip multicast-routing

ip pimRP-address 1.1.1.1 2

ip pimRP-address 2.2.2.2 3
access-list 2 permt 224.1.1.1
access-list 2 permt 224.1.1.2
access-list 2 permt 224.1.1.3
access-list 3 permt 224.2.2.2
access-list 3 pernmit 224.2.2.3
access-list 3 pernmit 224.2.2.4

Configuration for Routers3 and 4

ip multicast-routing

ip pimRP-address 1.1.1.1 2

ip pimRP-address 2.2.2.2 3

access-list 2 permt 224.1.1.1
access-list 2 permt 224.1.1.2
access-list 2 pernmit 224.1.1.3
access-list 3 pernmit 224.2.2.2
access-list 3 pernmit 224.2.2.3
access-list 3 pernmit 224.2.2.4

Auto-RP with one RP

Auto-RP requires that you configure the RPs to anne their availability as RPs and mapping agérits.
RPs use 224.0.1.39 to send their announcementfRFhmapping agent listens to the announced packets
from the RPs, then sends RP-to-group mappingslisc@very message that is sent to 224.0.1.40. These
discovery messages are used by the remaining sdatetheir RP-to-group map. You can use one RP tha
also serves as the mapping agent, or you can eoafigultiple RPs and multiple mapping agents for
redundancy purposes.

Note that when you choose an interface from whackoturce RP announcements, Cisco recommends that
you use an interface such as a loopback insteagbysical interface. If you choose a physicalrfate, you
rely on that interface to always be up. This isalotays the case, and the router stops advertisielf as the
RP once the physical interface goes down. Witlopltack interface, it is always up and never goeago
which ensures the RP continues to advertise itiseligh any available interfaces as an RP. Thisesase
even if one or more of its physical interfacesstailhe loopback interface must be PIM-enabled and
advertised by an Interior Gateway Protocol (IGPP)t smust be reachable with static routing.

Router B

Sounce Receiver
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Router A Configuration

ip multicast-routing

i p pi msend-rp-announce | oopbackO scope 16
i p pi msend-rp-di scovery scope 16

i nterface | oopbackO
i p address <address> <mask>
i p pi msparse-dense-node

interface ethernetO
i p address <address> <mask>
i p pi msparse-dense- nbde

interface serialO
i p address <address> <mask>
i p pi msparse-dense- node

Router B Configuration

ip multicast-routing

interface ethernetO
i p address <address> <mask>
i p pi msparse-dense- nbde

interface serialO
i p address <address> <mask>
i p pi msparse-dense-node

Auto-RP with Multiple RPs

http://www.cisco.com/warp/public/105/48.h

The access lists in this example allow the RPstarbRP only for the groups you want. If no actissss
configured, the RPs are available as an RP fagralips. If two RPs announce their availability éoRPs for
the same group(s), the mapping agent(s) resolge ttanflicts with "the highest IP address winsérul

When two RPs announce for that group, you can gardieach router with a loopback address in oaler t
influence which router is the RP for a particulesup. Place the higher IP address on the pref&@Redhen
use the loopback interface as the source of thewamoe packets; for example, pim send-RP-announce
loopback0. When multiple mapping agents are used, they adeéartise the same group to RP mappings to

the 224.0.1.40 discovery group.
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{239.0.0.0/8} {224.0.0.0/4}

Source-A

Receivar Receiver

RP 1 Configuration

ip multicast-routing

i nterface | oopbackO

i p address <address> <mask>

i p pi msparse-dense- node

i p pi msend-RP-announce | oopbackO scope 16 group-1li st
i p pi msend-RP-di scovery scope 16

access-list 1 permt 239.0.0.0 0.255.255. 255

RP 2 Configuration

ip multicast-routing

i nterface | oopbackO
i p address <address> <mask>
i p pi msparse-dense-node

i p pi msend-RP-announce | oopbackO scope 16 group-1li st
i p pi msend- RP-di scovery scope 16

access-list 1 deny 239.0.0.0 0.255.255. 255
access-list 1 pernmit 224.0.0.0 15.255. 255. 255

Refer toGuide to Auto-RP Configuration and Diagnostios more information on Auto-RP.

http://www.cisco.com/warp/public/105/48.h
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DVMRP

Your Internet service provider (ISP) could sugdbkat you create a Distance Vector Multicast Routing
Protocol (DVMRP) tunnel to the ISP in order to gaatess to the multicast backbone in the Internet
(mbone). The minimum commands in order to configuBVMRP tunnel are shown here:

interface tunnel O

i p unnunbered <any piminterface>

tunnel source <address of source>

tunnel destination <address of |SPs nrouted box>
tunnel node dvnrp

i p pi msparse-dense- node

Typically, the ISP has you tunnel to a UNIX machioening "mrouted” (DVMRP). If the ISP has you tehn
to another Cisco device instead, use the defaulk GiRnel mode.

If you want to generate multicast packets for atlmr the mbone to see instead of receive multpaadtets,
you need to advertise the source subnets. If yalticast source host address is 131.108.1.1, yed tee
advertise the existence of that subnet to the mtomectly-connected networks are advertised wittrm 1
by default. If your source is not directly connette the router with the DVMRP tunnel, configuréestbnder
interface tunnelO:

ip dvnrp metric 1 list 3
access-list 3 permt 131.108.1.0 0.0.0.255

Note: You must include an access list with this commamndrder to prevent advertising the entire Unicast
routing table to the mbone.

If your setup is similar to the one shown here, yma want to propagate DVMRP routes through thealam
configure thap dvmrp unicast-routing command on the serialO interfaces of Routers ARanthis action
provides the forwarding of DVMRP routes to PIM ri@grs who then have a DVMRP routing table used for
Reverse Path Forwarding (RPF). DVMRP learned rauatkes RPF precedence over all other protocols,
except for directly-connected routes.

Router A Router B

S[I ___________
DVYMRP Tunnel
EOD % Gp e - T —

1 SAARARS
Source Mrouted

MBGP

Multiprotocol Border Gateway Protocol (MBGP) is asic method to carry two sets of routes: one set fo
unicast routing and one set for multicast routMGP provides the control necessary to decide where
multicast packets are allowed to flow. PIM usesrthees associated with multicast routing in otdeouild
data distribution trees. MBGP provides the RPF patihthe creation of multicast state. PIM is stéleded in
order to forward the multicast packets.
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unicast
Router & 192.168.100.0/24
o S0 Router B
AS123 %7 — - AS321
gy =
S1 51 loophack0
loopbacki 192.168.200.0/24 192.168.1.1
192.168.2.2 mullticast

Router A Configuration

ip multicast-routing

i nterface | oopbackO
i p pi msparse-dense- nbde
ip address 192.168.2.2 255.255.255.0

interface serialO
i p address 192.168.100.1 255. 255. 255.0

interface seriall
i p pi msparse-dense-node
i p address 192.168.200.1 255. 255. 255.0

router bgp 123
network 192.168.100.0 nlri unicast
network 192.168.200.0 nlri rmulticast

192.168.1.1 renote-as 321 nlri
192.168. 1.1 ebgp-multi hop 255

nei ghbor
nei ghbor
nei ghbor

nei ghbor 192.168. 1.1 route-map set NH out

route-map setNH permt 10
match nlri multicast
set ip next-hop 192.168.200.1

route-map setNH permt 20

192. 168. 100. 2 updat e- source | oopbackO

uni cast nul ticast

Router B Configuration

ip multicast-routing

i nterface | oopbackO
i p pi msparse-dense-node
i p address 192.168.1.1 255.255.255.0

interface serialO
i p address 192. 168.100. 2 255. 255. 255.0
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interface seriall
i p pi msparse-dense-node
i p address 192.168.200.2 255. 255. 255.0

router bgp 321

network 192.168.100.0 nlri unicast

network 192.168.200.0 nlri nulticast

nei ghbor 192.168.2.2 renpte-as 123 nlri unicast nulticast
nei ghbor 192.168. 2.2 ebgp-nul ti hop 255

nei ghbor 192. 168. 100. 1 updat e-source | oopback0

nei ghbor 192.168.2.2 route-map set NH out

route-map setNH permt 10
match nlri multicast
set ip next-hop 192.168. 200. 2

route-map set NH permt 20

If your unicast and multicast topologies are coergtyfor example, they are going over the samelitie
primary difference in the configuration is with thki unicast multicast command. An example is shown
here:

network 192.168.100.0 nlri unicast multicast

Congruent topologies with MBGP have a benefit—eth@ugh the traffic traverses the same paths, éifter
policies can be applied to unicast BGP versus oasdtiBGP.

Refer toWhat is MBGPZor more information about MBGP.

MSDP

Multicast Source Discovery Protocol (MSDP) connawtstiple PIM-SM domains. Each PIM-SM domain
uses its own independent RP(s) and does not haleptnd on RPs in other domains. MSDP allows dasnain
to discover multicast sources from other domaingou are also BGP-peering with the MSDP peer, iymist
use the same IP address for MSDP as for BGP. WiteiDmMdoes peer RPF checks, MSDP expects the
MSDP peer address to be the same address that BE&F?Mives it when it performs a route table lookup
the RP in the SA message. However, you are notregtjto run BGP/MBGP with the MSDP peer if there is
a BGP/MBGP path between the MSDP peers. If theme BGP/MBGP path and more than one MSDP peer,
you must use thigp msdp default-peer command. The example here shows that RP A is FhioRits

domain and RP B is the RP for its domain.

AS123

A 192.168.100.0/24 2

Router A Configuration

ip multicast-routing

3/11/2007 8:04 P
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i p pi msend-RP-announce | oopbackO scope 16
i p pi msend-RP-di scovery scope 16

ip medp peer 192.168.100. 2
ip medp sa-request 192.168.100. 2

i nterface | oopbackO
i p address <address> <mask>
i p pi msparse-dense-node

interface serialO
i p address 192.168.100. 1 255. 255.255.0
i p pi msparse-dense- node

Router B Configuration

ip multicast-routing

i p pi msend-RP-announce | oopbackO scope 16
i p pi msend- RP-di scovery scope 16

i p medp peer 192.168.100.1
i p medp sa-request 192.168.100.1

i nterface | oopbackO
i p address <address> <mask>
i p pi msparse-dense- node

interface serial0O
i p address 192.168. 100. 2 255. 255. 255. 0
i p pi msparse-dense-node

Stub Multicast Routing

http://www.cisco.com/warp/public/105/48.h

Stub multicast routing allows you to configure reaistub routers as IGMP proxy agents. Rather thiy f
particpate in PIM, these stub routers forward IGM&ssages from the host(s) to the upstream multicast

router.

Stub Lan
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Router 1 Configuration

int sO
i p pi msparse-dense- node
i p pi mneighbor-filter 1

access-list 1 deny 140.1.1.1

Theip pim neighbor-filter command is needed so that Router 1 does not reeoBiouter 2 as a PIM
neighbor. If you configure Router 1 in sparse make,neighbor filter is unnecessary. Router 2 mostun
in sparse mode. When in dense mode, the stub restisources can flood to the backbone routers.

Router 2 Configuration

ip multicast-routing

int e0

i p pi msparse-dense-node

ip ignp hel per-address 140.1.1.2

int sO
i p pi msparse-dense-node

IGMP UDLR for Satellite Links

Unidirectional Link Routing (UDLR) provides a methéor forwarding multicast packets over a
unidirectional satellite link to stub networks tihave a back channel. This is similar to stub roa
routing. Without this feature, the uplink routemist able to dynamically learn which IP multicasiup
addresses to forward over the unidirectional Ibécause the downlink router cannot send anything.ba

12 of 18 3/11/2007 8:04 P



Cisco - Multicast Quick-Start Configuration Guide

12.0.0.12:24
Su:-lrrce

12.0.0.1:24

Uplink-rtr @ ________ .

10.0.0.124

Back Channel:
(any return route and any
number of routers)

|

|

|

|

Y uDL |
|

|

10.0.0.2:24 °f I
|

Downlink- rir
14.0.0.2124

14.0.0.14524

]

Receaiver
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Uplink-rtr Configuration

ip multicast-routing

interface EthernetO

description Typical IP nmulticast enabled interface
ip address 12.0.0.1 255.0.0.0

i p pi msparse-dense- node

interface Ethernetl

ip address 11.0.0.1 255.0.0.0
i p pi msparse-dense-node

interface SerialO

description Unidirectional to downlink-rtr
ip address 10.0.0.1 255.0.0.0

i p pi msparse-dense-node

ip ignp unidirectional-link

no keepalive

description Back channel which has connectivity to downlink-rtr

Downlink-rtr Configuration

ip multicast-routing

13 of 18
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interface EthernetO

description Typical IP nmulticast enabled interface
ip address 14.0.0.2 255.0.0.0

i p pi msparse-dense-node

ip ignp hel per-address udl serialO

interface Ethernetl

ip address 13.0.0.2 255.0.0.0
i p pi msparse-dense- node

interface SerialO

description Unidirectional to uplink-rtr
ip address 10.0.0.2 255.0.0.0

i p pi msparse-dense-node

ip ignp unidirectional-link

no keepalive

description Back channel which has connectivity to downlink-rtr

http://www.cisco.com/warp/public/105/48.h

PIMv2 BSR

If all routers in the network are running PIMv2 uycan configure a BSR instead of Auto-RP. BSR and
Auto-RP are very similar. A BSR configuration remsi that you configure BSR candidates (similar to
RP-Announce in Auto-RP) and BSRs (similar to Aut®e-Rapping Agents). In order to configure a BSR,

follow these steps:

1. On the candidate BSRs configure:

i p pimbsr-candidate interface hash-mask-Ien pref

Whereinterface contains the candidate BSRs IP address. It is rew@ded (but not required) that
hash-mask-Len be identical across all candidate BSRs. A candiB& with the largegiref value is

elected as the BSR for this domain.

An example of command usage is shown:

ip pi mbsr-candi date ethernet0 30 4

The PIMv2 BSR collects candidate RP information disdeminates RP-set information associated
with each group prefix. In order to avoid singlerpaf failure, you can configure more than oneteou

in a domain as candidate BSRs.

A BSR is elected among the candidate BSRs autoaligtibased on the preference values configured.
In order to serve as candidate BSRs, the routes$ bauconnected and be in the backbone of the

network, instead of in the dialup area of the nekwo

2. Configure candidate RP routers. This example steoeandidate RP, on the interface ethernetO, for the

entire admin-scope address range:

access-list 11 permit 239.0.0.0 0.255.255. 255

ip pimrp-candi date ethernetO group-Ilist

CGMP

14 of 18
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In order to configure Group Management Protocol ME, configure this on the router interface facihg
switch:

i p pi msparse-dense-node
I'p cgnmp

Then, configure this on the switch:

set cgnp enabl e

|GM P Snooping

Internet Group Management Protocol (IGMP) snoojravailable with release 4.1 of the Catalyst 5000.
IGMP snooping requires a Supervisor lll card. Nafguration other than PIM is necessary to conigur
IGMP snooping on the router. A router is still nezary with IGMP snooping to provide the IGMP quegyi

The example provided here shows how to enable IGMI®ping on the switch:

Consol e> (enabl e) set ignp enable
| GVP Snoopi ng i s enabl ed.
CGWP is disabl ed.

If you try to enable IGMP, but CGMP is already eedbyou see the following:

Consol e> (enabl e) set ignp enable
Di sabl e CGW to enabl e | GWP Snoopi ng feature.

PGM

Pragmatic General Multicast (PGM) is a reliable ticakt transport protocol for applications thatuieg
ordered, duplicate-free, multicast data deliveoyrfrmultiple sources to multiple receivers. PGM gnéges
that a receiver in the group either receives dh gackets from transmissions and retransmissionaro
detect unrecoverable data packet loss.

There are no PGM global commands. PGM is configpexdnterface with thgp pgm command. You must
enable Multicast routing on the router with PIMtbe interface.

MRM

Multicast Routing Monitor (MRM) facilitates autoneat fault detection in a large multicast routing
infrastructure. MRM is designed to alert a netwadkninistrator of multicast routing problems near to
real-time.

MRM has two components: MRM tester and MRM manalgi®M tester is a sender or receiver.

MRM is available in Cisco IOS Software Release (®Dand later. Only the MRM testers and managers
need to be running the MRM-supported Cisco IOSiwars
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Multicast
Forwarding
Metwork

Coc

Test Sender

ED

Test Manager

Test Sender Configuration

interface EthernetO
ip nmmtest-sender

Test Receiver Configuration

interface EthernetO
ip mmtest-receiver

Test Manager Configuration

ip nrm nmanager testl
manager e0 group 239.1.1.1
senders 1
receivers 2 sender-list 1

access-list 1 pernmt 10.1.1.2
access-list 2 pernmit 10.1.4.2

16 of 18
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O gy
_@Tem Receiver

Output from theshow ip mrm manager command on Test Manager is shown here:

Test _Manager# show i p ntm manager
Manager:test1/10.1.2.2 is not running

Beacon interval /holdtime/ttl: 60/ 86400/ 32

Group:239.1.1.1, UDP port test-packet/status-report: 16384/ 65535

Test sender:
10.1.1.2

Test receiver:
10.1.4.2

Start the test with the command shown here. Thientasager sends control messages to the test samdler
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the test receiver as configured in the test pararsethe test receiver joins the group and montass
packets sent from the test sender.

Test _Manager# nmrm start testl
*Feb 4 10:29:51.798: IP MRMtest testl starts ......
Test _Manager #

In order to display a status report for the teshaggr, enter this command:

Test _Manager# show i p nrm st atus

IP MRM status report cache:

Ti mest anp Manager Test Recei ver Pkt Loss/Dup (% Ehsr
*Feb 4 14:12:46 10.1.2.2 10.1.4.2 1 (4% 29
*Feb 4 18:29:54 10.1.2.2 10.1.4.2 1 (49 15

Test _Manager #

The output shows that the receiver sent two stafusrts (one line each) at a given time stamp. Eagbrt
contains one packet loss during the interval winddefault of one second). The "Ehsr" value showes th
estimated next sequence number value from thaeesler. If the test receiver sees duplicate padkets
shows a negative number in the "Pkt Loss/Dup"” colum

In order to stop the test, enter this command:

Test _Manager# nmrm stop testl
*Feb 4 10:30:12.018: IP MRMtest testl stops
Test _Manager #

While running the test, the MRM sender starts sep&@ TP packets to the configured group addredseat t
default interval of 200 ms. The receiver monit@spects) the same packets at the same defaulahtér
the receiver detects a packet loss in the defanliaw interval of five seconds, it sends a repothe MRM
manager. You can display the status report fronreébeiver if you issue th@ow ip mrm status command
on the manager.

Troubleshooting

Some of the most common problems found when yoleiment IP multicast in a network are when the
router does not forward multicast traffic becauleither a RPF failure or TTL settings. Refer telh
Multicast Troubleshooting Guider a detailed discussion about these and othenean problems,
symptoms, and resolutions.
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